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Internet Access Update

The Hong Kong Academic and Research Network (HARNET) provides Internet access for 8 member institutions in Hong Kong, 
including HKUST. In August this year, the international Internet bandwidth shared among all 8 institutions has been upgraded 
from 380M to 440M, a 15.8% increment.

To supplement the bandwidth requirement of the University, the backup/secondary Internet link was upgraded from 10M to 40M 
in December 2005, and has been further upgraded to 50M in September 2006.

To ensure a healthy Internet link, continuous effort will be spent on Internet usage abuse containment.

For faster access to frequently visited web sites, transparent proxy service for web access has been upgraded as well. Instead of 
the 5 proxy server pool for the whole University, now we have two server pools, one for the main campus and one for student 
halls. Each server pool contain 4 proxy servers of upgraded capacity.

Other links of HARNET include: 

●       45Mbit/s connection to Internet2
●       155Mbit/s connection to CERNET (China Education and Research Network) 
●       45Mbit/s connection to TANET2 (Taiwan Research Network) 

http://www.hku.hk/jucc/harnet.html
http://www.internet2.org/
http://www.cernet.edu.cn/
http://www.tanet2.net.tw/
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ResNet Network Security Gateway Upgraded

Our student hall network, ResNet, is a pretty large residential network which now 
comprises 9 student hall subnets and altogether they connect around 4,000 computers 
of hall residents to the Internet.  Managing the overall network security of such a large 
scale ResNet is no easy task.  For the past few months ITSC has been working on a 
security project to upgrade the security gateway at ResNet to provide enhanced 
security support in addition to coping with the gradually increasing traffic workload. 

The newly installed ASIC-based multi-gigabit security appliance incorporates the latest 
Unified Threat Management (UTM) approach to provide an all-in-one multi-threat 
protection to our hall network.  In other words, besides providing networking firewalling 
functions, it also provides intrusion detection and prevention features as well as anti-
virus capabilities for selected common network application protocols. 

We have started deploying the new high-performance security gateway in ResNet 
starting from early September, initially assuming the networking firewalling function 
only.  Later in October/November we will be gradually deploying its anti-virus and 
intrusion detection/prevention functions:

1.  Once the anti-virus feature is enabled, it will help to do anti-virus checking at the 
network level for mail transfers (SMTP, POP, IMAP), file transfers (FTP and 
Instant Messaging), and web page accesses (HTTP). The user's application will 
be notified once a virus is detected and the data transfer process will be 
interrupted, thus protecting the user. 

2.  Intrusion detection/prevention will help to detect attempts of network exploits or 
attacks based on checking of attack patterns (or signatures), and take remedial 
actions accordingly to stop the intrusion attempts, or to control the scope of 
impacts. 

Students maintain their own machines by themselves, and it is not uncommon to find 
that some machines are not properly managed by the users, thus introducing potential 
network security problems.  For instance, some students may not have the good habit 
to constantly apply latest software patches to their systems, and this may allow the 
Internet hackers to take advantage of the software vulnerability loopholes to infect or 
control their systems.  Some students may be using outdated anti-virus signature 
database, and some even simply do not install anti-virus software on their machine. 
Some take a very casual and non-cautious attitude in downloading software or mail 
attachments. 



All these may lead to a greater chance of having desktop network security problem.  
As such, deployment of such kind of intelligent security gateway will certainly help to 
increase the network security protection at the network level.  Nevertheless, our 
ResNet users should also note that it is equally important for them to take good care of 
their desktop security.
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New Gigabit Internet Traffic Bandwidth 
Management Device

Internet bandwidth is always a scarce network resource which demands proper and 
effective bandwidth management.  This is especially so with the emergence of more 
and more peer-to-peer (P2P) and "network-unfriendly" applications which tend to eat 
up sizeable portion of network bandwidth, and sometimes up to an abusive extent.  If 
Internet bandwidth usage is not well managed, this will inevitably create network 
congestion problem at times and hence may impede network performance of mission 
critical applications.  This is certainly undesirable. 

At HKUST, we have been deploying the first software-based intelligent Internet 
bandwidth manager (Packeteer PacketShaper) on campus since 2001. Such device 
enables us to better "know our network", or having clearer visibility of application mix 
and Internet bandwdith usage and pattern. This will facilitate our implementing an 
effective bandwidth management policy by giving traffic priority to those mission critical 
and important applications.  Besides guaranteeing the quality-of-service (QoS) of 
crucial applications, such service differentiation approach will also help to ensure 
effective use of network bandwidth by limiting abusive Internet bandwidth usages. 

In the past summer ITSC has been finding a next-generation replacement for this 5-
year-old solution.  We have finally identified and acquired a new hardware ASIC based 
traffic management appliance (Allot NetEnforcer) which supports true Gigabit 
throughput of Internet "traffic shaping".  This new application-aware device deploys 
advanced deep packet inspection (DPI) technology to provide more accurate 
classfication and prioritization of Internet traffic.  This is of particular importance as 
some common "greedy" Internet applications nowadays try to deploy techniques like 
port-hopping or HTTP tunneling to evade network restriction.  The new system also 
provides more granular control of network traffic without overstepping user privacy 
boundaries, e.g. fair bandwidth allocation within a traffic class and down to individual 
flow level, or restricting the connection limit initiating from a user application. 

In September, the new system has been placed at our Internet perimeter to start taking 
up an initial set of bandwidth management roles of the old system.  We target to fully 
deploy it to replace all the functions of the old system by end of 2006, when at that 
time the system will serve to have more accurate and effective control of our Internet 
performance and bandwidth usage.
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Mr. David Shiu

More I.T. Classrooms

During the summer term break, 21 more classrooms have been enhanced with fully 
networked computers, projectors and various A/V equipments. With this latest 
enhancements, all of our classrooms are now equipped with full I.T. and A/V 
equipments. Please visit here for more details of our I.T. classrooms.

We believe these new equipments will further help our teaching colleagues in their 
teaching and academic needs.

mailto:david.shiu@ust.hk
http://www.ust.hk/itsc/classroom/classrooms.html
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Making Telephone Conference Calls at 
HKUST

1. Six-Way Conference Call Service

If you would like to talk with more than one person at the same time, you can set up a 
6-way Conference call. This is one of the basic services provided on the HKUST 
Telephone system, supporting up to a maximum of six people (including yourself) on 
the conference call. You will need to initiate the conference call from your office phone, 
and connect up with colleagues on their office extensions, off campus lines, mobile 
phones and / or long distance lines. 

For more information on initiating a 6-Way Conference call, please refer to the 
following FAQ:

http://www.ust.hk/itsc/pabx/faq.html

Tips to save a few $$$...

If you and your colleagues need to join a conference call hosted overseas together, 
instead of each colleague calling the long distance conference number, you may 
consider setting up a 6-way conference call between you and your colleagues locally 
first, and connect up as ONE long distance line to the conference number. This means 
you’ll be charged with only ONE IDD call instead of multiple ones.

2. MeetMe Conference Service

Currently at a pilot stage, the MeetMe Conference service is set up on the HKUST 
Telephone system. This is an audio conference bridge that allows many people in 
different locations (in or outside Hong Kong) to communicate at the same time with 
each other. The participants will call to the conference at an agreed time with the given 
phone number and an access code for the conference session. Participants may also 
need to enter a password to join the conference session for authentication.

Advantages of a MeetMe Conference Service:

●     Able to support over a hundred participants at the same time
●     Can host the conference even outside your office

mailto:cctlo@ust.hk
http://www.ust.hk/itsc/pabx/faq.html


●     If you are hosting the conference call in Hong Kong, no cost will be incurred for 
Hong Kong participants. Nevertheless, other overseas participants will need to 
pay for their long distance call.

Drawbacks:

●     Less convenient - need to distribute the pre-assigned phone number, access 
code and password (if set) to the participants before the conference

While subscribing to such kind of conference bridge service from an external service 
provider may be costly, the MeetMe conference at HKUST is provided free of charge. 
If you would like to participate as a pilot user of this service, please feel free to drop an 
email to the account CCHELP.

mailto:cchelp@ust.hk
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Iceberg of Spam: The Inside Story

Spam is a worldwide problem getting serious nowadays. The number of spam mails received have kept on 
increasing. From our latest email firewall statistics in August 2006, our email servers are handling over 
300,000 email messages daily on average. Out of this, there are around 250,000 messages are incoming 
emails from external, and around 120,000 messages are being detected as spam. The figure below shows 
that nearly around 50% of our incoming emails are spam and it is anticipated that the percentage will keep 
growing. 

Different categories of Email messages

98% of Spams are Caught

ITSC has launched the Spam Detection Service since 2002 which provides an easier way for our users to get 
rid of annoying spam messages. A commercial spam detection engine, Sophos PureMessage, was setup as 
part of our email infrastructure and the detection accuracy can safely identify up to 98% of spam. As a rough 
estimation, for every 100 spam messages you received, around 98 messages can be caught by the engine 
as spam. 

The spam detection engine will tag a spam weighting in an email header for every incoming message sent 
from outside parties. The higher the weighting, the most likely the message is a spam. In the current setup of 
our spam detection service, users can choose to move spam messages automatically to an AutoTrash folder 
from 3 different levels: 

●     Low - only message with over 70% spam weighting will move to AutoTrash. (With this setting, some 
missed spam messages may get to your inbox.)

●     Medium - message with over 50% spam weighting will move to AutoTrash.
●     High - message with over 30% spam weighting will move to AutoTrash. (With this setting, please 

check for any false positives in your AutoTrash folder.)

The figure below shows the tagged spam weighting against the number of messages received in a week of 
August 2006. You can notice that most of the messages fall below the 20% spam weighting (i.e., most 
probably are legitimate messages) or above the 80% spam weighting (i.e., most probably are spam). This 
shows that the spam detection engine can significantly distinguish a large proportion of messages as spam. 

mailto:wwst.itsc@ust.hk
http://www.ust.hk/itsc/email/spam/detect/service.html
http://www.sophos.com/products/case-studies/education/hkust.html


Spam weighting vs incoming messages in a week of August 2006

Advanced users, who would like to further fine tune their spam detection needs, can make use of the spam 
weighting found in the email headers to adjust the message filters in their email clients (like Outlook, 
Messenger, etc.). For details, please refer to the Message filtering with tagged spam header web page. 

Adaptive Filtering (coming soon)

Spammers will often find different ways to defeat the spam detection engines. Currently, our spam detection 
engine will obtain ongoing spam filter updates from "Sophos" on every 5 minutes interval to keep up with the 
latest anti-spam techniques. 

To further improve our Spam Detection Service, ITSC is going to employ an anti-spam system-tuning 
mechanism - Adaptive Filtering soon. A statistical analysis technique is used to fine tune the filter to match 
HKUST's unique email characteristics by tuning a set of rules against HKUST specific collection of missed 
spam and false positives. With adaptive filtering, user may forward the missed spam and false positives to a 
specific email address so that the spam detection engine can establish a set of rules against our 
organization. 

If you would like to enjoy our Spam Detection Service, you must turn on the "Spam Detection" option in your 
HKUST iMail Personal Settings yourself. For details, please refer to:

http://www.ust.hk/itsc/email/spam/detect/service.html

http://www.ust.hk/itsc/email/spam/detect/header.html
http://www.ust.hk/itsc/email/imail/
http://www.ust.hk/itsc/email/spam/detect/service.html
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Worm Stration: An Example of Malicious 
Social Engineering

Mass mailing worms W32/Startion.U and W32/Startion.AN reached some of our users' 
Inbox on 11 Sept 2006 and 25 Sept 2006 respectively before our email firewall was 
able to block these new variants several hours after their first appearance in the wild. 
When users open such viral attachment, their computer got infected. 

The W32/Stration worm uses social engineering techniques to manipulate people into 
opening the viral attachment. Below is a sample of the W32/Stration message:

Subject: Mail server report. 

Our firewall determined the e-
mails containing worm copies are 
being sent from your computer. 
Nowadays it happens from many 
computers, because this is a new 
virus type (Network Worms). Using 
the new bug in the Windows, these 
viruses infect the computer 
unnoticeably. After the 
penetrating into the computer the 
virus harvests all the e-mail 
addresses and sends the copies of 
itself to these e-mail addresses 
Please install updates for worm 
elimination and your computer 
restoring. 

Best regards, 

Customers support service 

++ Attachment: Update-KB4562-
x86.exe 

mailto:wwst.itsc@ust.hk
http://www.ust.hk/itsc/antivirus/desc/virus060911.html
http://www.ust.hk/itsc/antivirus/desc/warezov_at.html
http://en.wikipedia.org/wiki/Social_engineering_%28computer_security%29


The message looks legitimate but actually they were sent from a fake sender's 
address. Sometimes the sender's email address were even not existed at all. In fact, 
neither ITSC nor software vendors like Microsoft will send system patches as e-mail 
attachments. Instead, they will ask users to download the required software from their 
web sites. 

To protect you and your computer from email viruses and scams, you may refer to our 
Email Security Tips for more information.

http://www.ust.hk/itsc/email/tips/security_tips.html
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HKUST Notebook/Desktop Ownership Program 2006

This annual computer ownership program has become an important campus event at the beginning of 
each academic year.  Same as previous years, this year's program is worked out based on the feedback of 
the May online survey, and with the support from the Students' Union and Purchasing Office.  Two rounds 
of roadshow and order taking were arranged, one around mid-August and another one in early September. 

People queueing up at order-taking area on 1st day Order-taking counters

Product roadshow area Notebook distribution

This year the overall response for this year is again overwhelming, and many of our users have benefited 
from this annual special offer.  Based on the sales statistics up to Sep 9, the ThinkPad T60/T60p and 
X60/X60s series are the more popular notebook models:  T60 (50.3%), X60 (18.8%), X60s (10.4%), and 
T60p (8.1%).  In other words, around 58.4% of the overall orders are for a ThinkPad T60/T60p model, 
while around 29.2% for a ThinkPad X60/X60s model. 

Please note that this one-time limited offer is valid till 31 October 2006 and while stock lasts.  For further 
enquiries and order placement, please contact PCCW's service hotline at 2888 9998.  Details of our 
program is available at the program website: 



               http://www.cweb.com.hk/ust 

http://www.cweb.com.hk/ust
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Updates on Border Internet Security 
Enhancement

It was mentioned in the previous Channel issue that ITSC is working on a major 
security project to further strengthen Internet security at the campus border level.  This 
will help to minimize the security risk exposure associated with various kinds of 
security threats like network attacks and exploits of software vulnerabilities.  Below is a 
brief updates on this security project: 

1.  New Generation of Gigabit Internet Firewalls - ITSC will be replacing our current 
set of 5-year-old software based Internet firewalls with a new generation of 
hardware based firewall solution in November.  The new hardware, also running 
in high-availability (HA) mode, will deploy advanced hardware Application-
Specific Integrated Circuits (ASIC) technology and deep packet inspection 
technology to provide fast and more thorough checking of network traffic to 
determine whether it violates our network security policy.  The new system will 
provide over 5-fold performance improvement to support up to 2 Gbps of 
Internet traffic, and is less susceptible to performance degradaton due to Denial-
of-Service (DoS) or distributed DoS (DDoS) attacks.

2.  New Network Intrusion Prevention System (IPS) - under our layered security 
approach, this new system will serve to complement our new Internet firewalls to 
provide an additional level of Internet protection.  This gigabit network based 
IPS makes use of both heuristics as well as timely updated attack signatures to 
provide real-time detection and prevention of network intrusion attacks.  The 
system has the intelligence to check for abnormal network protocol anomaly and 
high traffic/connection attempt rate which will generally happen prior to or during 
a network attack. 

The deployment of the above hardware will help to better protect our perimeter Internet 
security, and give room to cope with the continual increase in Internet traffic in the 
coming years.  All the newly ordered equipment already arrived.  Right now our 
network engineers are busy working on the setup and integration test.  We target to 
complete the hardware deployment by the end of 2006, and followed by a series of 
further parameters fine tuning on the IPS device. 

http://www.ust.hk/itsc/channel/2006feb/security.html
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Evaluation of Thin Client Approach to 
Wireless LAN Deployment

The enterprise wireless LAN (WLAN) deployment is at an interesting crossroads.  
There is a growing trend to shift away from the deployment of so-called "fat" wireless 
access points ("fat APs") towards a more centralized management approach.  This 
newer enterprise WLAN model, enabled by the use of "WLAN switches" and "thin 
APs", adopts a centralized WLAN network architecture. 

In the traditional distributed WLAN architecture, both the wireless communication and 
management functions (like authentication, radio frequency (RF) management, access 
control, etc.) reside on individual "fat APs".  This increases the implementation 
complexity of each the APs, and hence WLAN management and control may not be a 
simple task. 

In the emerging centralized WLAN architecture, "thin APs" now serve like "intelligent 
anteannas" where their primary function is to receive and trasmit wireless traffic, i.e. 
wireless termination function.  All the major management and control functions now 
reside in one or more centralized "WLAN switches" (sometimes also called "WLAN 
controllers").  This has the advantage of making enterprise WLANs easier to deploy, 
manage, and operate, and may allow for a more seamless integration of enterprise 
wired and wireless networks, including faster roaming of wireless clients in an 
enterprise mobility setting.  Security enforcement and RF resource management can 
then be done centrally, which obviously is more desirable. 

Here at HKUST, our MobileNet wireless network is currently implemented using Cisco 
wireless solution.  All our current APs in use have the flexibility to be reconfigured 
easily to work in a centralized WLAN switching model, thus protecting our investment.  
In the coming months ITSC will be conducting evaluation on thin-client solutions from a 
few major wireless LAN vendors. This will help to provide useful inputs and insights to 
our outlining our future wireless direction.  It is not uncommon that enterprises adopt a 
"hybrid" model with the deployment of both fat and thin APs.  Most probably we will be 
using such approach, at least in the initial stage of the transition. 
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Thousands watched Prof. Stephen Hawking's 
Lecture over the Internet

Recently, ITSC has implemented Microsoft Windows Media technology for streaming 
live or on-demand audio and video content over the Internet. In comparing with our 
previous Helix Server from RealNetwork, improvements in the area of scalability, 
flexibility, stability, etc have been observed. 

We have made use of the new Windows Media encoders and servers for the previous 
live video broadcast event - "Institute for Advanced Study inaugural lecture on "The 
Origin of the Universe" delivered by Prof. Stephen Hawking" in June 2006. More than 
1,200 users in campus viewed the event through their Windows Media players live 
over the network. The figure below shows the distribution of users accessing our new 
Windows Media servers during the event: 

 
Distribution of viewers watching "The Origin of the 

Universe" video broadcast 

Besides, we had streamed the audio and video content through our Windows Media 
servers to other local teritary institutions through HARNET, and also to many 
secondary and primary schools through the HK Education City. The total number of 
viewers was close to 6000, which was far higher compared with similar events in the 
past. 

mailto:wwst.itsc@ust.hk
http://www.ust.hk/hawking/
http://www.ust.hk/hawking/
http://www.hku.hk/jucc/harnet.html
http://www.hkedcity.net/


Currently, we are working with the Publishing Technology Center (PTC) to see if they 
can make use of our Windows Media Server for hosting their video-on-demand (VOD) 
service. With the Windows Media technology, users can then watch video-on-demand 
programs using Windows Media Players on their desktop/notebooks easily. We may 
also contact other departments later to see if they would like to migrate their video 
programs from the previous Helix server to this new one.

Departments who are interested in making use of this technology may contact us or 
refer to the following URL for details: 

http://www.ust.hk/itsc/multimedia/

In the future, we will arrange more video broadcasts of seminars among the local 
academic institutions and also look into how the High definition (HD) technologies can 
help to further improve the quality of the broadcast.

http://www.ust.hk/itsc/multimedia/
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Coping with the Peak: A Success Story of IMSPO

Earlier this year, ITSC has worked with the International and Mainland Students and 
Programs Office (IMSPO) to setup an Interactive Voice Response System (IVRS) for 
handling admission enquiries. In the past, IMSPO had encountered difficulties in handling 
large number of enquiry calls coming from mainland or overseas prospective students owing 
to limited phone lines or human resources. This problem is particularly serious during peak 
seasons like the time just before application deadlines, interview periods or on the release 
day of admission results. 

To tackle the problem, IMSPO has developed an application which works with our IVRS 
system to handle the increasing number of enquiries from mainland or overseas students on 
admission status. Prospective students or their parents can just dial to the IVRS system and 
make enquiries or check their admission status in an automatic and efficient way without 
human intervention. This is particularly useful for those who might have difficulties in 
accessing the information via Internet. 

The system equipped with 16 telephone lines and 14 of them was allocated to IMSPO's 
admission enquiry application. During the peak period, more than 1,300 telephone calls 
received and handled by the system on a single day. From the figure below, there are more 
than 200 telephone calls received during the peak hour. The IVRS system relieves much 
human efforts instead of answering all those telephone calls one by one manually. 

 
Number of calls on a peak day

If you also think that an IVRS application can help your departments in certain ways, please 
feel free to contact us for more information.

mailto:wwst.itsc@ust.hk
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