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Network Security Reinforcement: Network Intrusion Prevention 
System (NIPS) at HKUST

Network attacks like Denial-of-Service (DoS), Distributed DoS (DDoS) and different kinds of scanning / probing are common 
on the Internet every day.  

As mentioned in the previous issues of Channel, ITSC has been working on strengthening the security barriers at perimeter 
and residential network.  This upgrade project was completed  last year.  

In addition to upgrading the existing firewalls with new generation of intelligent security appliances, new Network Intrusion 
Prevention Systems (NIPS) are introduced.

The new Network Intrusion Prevention Systems are aimed at replacing the Network Intrusion Detection Systems (NIDS) that 
we have deployed at various campus network areas in the past few years.  Instead of just detecting the network attacks by 
NIDS, the NIPS can stop the malicious traffic proactively at the beginning of the attack lifecycle.    

A typical attack lifecycle is depicted in figure 1. 

Figure 1 Attack lifecycle

In general, the attack lifecycle consists of 3 phases:

1.  Reconnaissance (discovery) phase – The attacker tries to collect as much information as possible about the targets.
2.  Attack phase – The attacker makes use of the collected information to trigger attacks with highest chances of 

success.
3.  Proliferation phase – Once the attack is successful, it may attempt to gather more information (like passwords) from 

the victims, or reproduce itself (like a worm).  The attack lifecycle is repeated in order to compromise more machines. 

By the use of intelligent heuristics and timely updated attack signatures, our NIPS can proactively detect and block attacks 
at any phases of the attack lifecycle.  
The intelligent heuristics check for any traffic anomaly or network protocol violations which will generally happen during the 
Reconnaissance phase and the DoS / DDoS during the Attack phase. 

The NIPS maintains a database of attack signatures which help to detect the attacks during the Attack phase and 
Proliferation phase.  Some typical examples of signatures include NetBIOS exploits, web browser vulnerabilities, Microsoft 
product exploits, backdoors and worm attacks.

Figure 2 shows the effectiveness of our NIPS against Reconnaissance over January 2007.



 
Figure 2    Reconnaissance attacks at different areas record on January 2007

In January 2007, our NIPS has detected over 570,000 Reconnaissance attacks.  Most of these attacks come from Internet 
as expected.  

Our next objective is to further customize and tune the NIPS so that its effectiveness can be increased.  Besides, we are 
considering the deployment of NIPS onto other campus areas in near future.

In the mean time, it is equally important for users to carry out good measures to protect their computers.  Please refer to the 
ITSC guideline “How to Protect Your Computer?”

http://www.ust.hk/itsc/itsecurity/protect.html
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Security Frontier : Network-based Anti-Virus Scanning at 
HKUST

The wide spread of computer viruses has become a serious concern in these years.  New viruses, worms, trojans or 
malwares emerged nearly every day with high efficiency to infect the computers.  If a computer do not have proper 
security updates and anti-virus program installed, then it is likely to be infected on the first day of plugging into the 
network.

It is always the mission of ITSC to provide a secure computing and networking infrastructure for the University.  We 
provided anti-virus protection to desktop since 1995, anti-virus detection on email server since 2001 and email spam 
detection since 2002. In September 2006, ITSC installed network-based anti-virus scanning at different campus 
network areas to enhance computer security.

The anti-virus scanning checks at the network level for mail transfers (SMTP, POP, IMAP), web page accesses (HTTP) 
and file transfers (FTP).  If a virus is detected, then the transfer process will be stopped and the user will be notified by 
a related message.

The network-based anti-virus scanning was first deployed in ResNet due to its high user population and highly 
diversified computing environment and usage pattern.  The deployment was then extended to MobileNet, Dialup 
network and Senior Staff Quarter network (SSQ).

Discover over 180000 attacks within 5 months

Over the 5 months’ deployment (September 2006 to January 2007), we have observed 182203 virus attacks as 
depicted in figure 1.

http://www.ust.hk/itsc/antivirus/
http://www.ust.hk/itsc/email/detect-virus/
http://www.ust.hk/itsc/email/spam/detect/service.html
http://www.ust.hk/itsc/email/spam/detect/service.html


Figure 1 Virus attacks at different network areas.

The high count of virus detection at ResNet is due to its large population (more than 4500 residents) with high volume 
of various kinds of network traffic.

The graph suggests that, if no Anti-Virus scanning was deployed at the network level, then there would be over 166000 
virus attacks to ResNet.  With over 4500 residents in all of the 9 student halls, this implies that on average each hall 
resident had already been attacked by viruses 36 times in the past 5 months.  

Figure 2 shows the virus activities according to their categories:

Figure 2  Virus activities according to the categories

As we can observe from the graphs, file-virus accounts for 44% of the virus activities while adware accounts for another 
31%.  

File-viruses, including those well-known viruses like Stration and the variants of Visual Basic Script viruses / JavaScript 
viruses, try to infect the users’ computers through well-known vulnerabilities and exploits.  As users may not apply the 
latest software patches to their systems on time, the deployment of network-based anti-virus scanning helps to protect 
these users from virus attacks.

Adware is usually embedded in freeware programs and causes advertisements to pop up when the program is being 
used.  These programs may collect sensitive information of users’ activities, such as list of web site browsed.  The 
network-based anti-virus scanning helps to avoid the leakage of these personal information.

Although network-based anti-virus scanning helps safe-guard the users’ desktop computers, users are always 
recommended to take good care of their desktop security.  For details on protecting the computer, please refer to the 
ITSC guideline "How to Protect Your Computer?" 

Meanwhile, ITSC is considering extending the service of network-based anti-virus scanning to other network areas in 
future.

http://www.ust.hk/itsc/itsecurity/protect.html
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Security Metrics 

Vulnerable PC

We introduced the Departmental Vulnerability Scanning Services (http://www.ust.hk/itsc/channel/2006feb/scan.html) last year 
to help
departments to identify vulnerable machines. Below is the data of last year:

There is a sharp decrease as the service was first introduced, probably because there is no easy way to locate these PCs prior 
to it. After that, the number of vulnerable system is relatively constant and keeps at a low level.

Honeypot-trapped PC

Malware infected PCs are usually commanded by backend hackers to send spam mail and infect other systems. We have trap 
sets that detect these behaviors. This metric represents those trapped PC.

mailto:wwst.itsc@ust.hk
http://www.ust.hk/itsc/channel/2006feb/scan.html


The peak in October/November is contributed by the virus Warezov. The email virus pretends to be a support email from IT 
department and lures the recipient to execute its malicious attachment. Actually, this is the number one cause of security 
breaches last year. It seems there is still room to improve in bringing up security awareness of our users. 
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Internet Bandwidth Management

Background

With the continuous growth of the number of computers and users in the Campus, 
compounded by the emergence of more and more Internet applications, the demand 
on the Internet bandwidth has increased rapidly over recent years. Internet bandwidth 
however, is still costly, finite and remains a shared resource – when too many cars hit 
the road, congestion will occur.

To alleviate the tremendous strain and potential congestion. ITSC has been deploying 
traffic management appliance to manage our network traffic. Since September 2006, a 
new ASIC-based traffic management appliance (Allot NetEnforcer) has been installed 
as our 2nd generation management appliance.

How it works

A typical traffic management appliance has three functions:

1.  Classify network traffic into types: such as web, email, ftp, etc
2.  Set priority: different priority can be applied to different traffic types
3.  Bandwidth allocation: different bandwidth can be allocated to different traffic 

types

NetEnforcer uses an advanced deep packet inspection (DPI) technology which 
increases the accuracy of application classification. The increased accuracy ensures 
that crucial applications such as web access and email can always acquire adequate 
bandwidth while non-key but bandwidth hungry applications like some abusive Peer-to-
Peer programs are only permitted to take up the excess network resources under a fair 
share basis.

Why is it essential to us?

We conducted an experiment once, and found that when traffic management was 
removed, Peer to Peer Applications and File Transfer Applications would exhaust all 
the Internet bandwidth in less than 5 minutes time, resulting in congestion and 
degraded performance of critical applications.   



With traffic management in place, non-crucial abusive applications have been 
regulated to about 3%.
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MobileNet update

Popularity of Wireless MobileNet has been increasing continuously. In November 
2006, over 3,700 unique user accounts made use of MobileNet, with over 2500 user 
sessions on a daily basis. During peak hours, there has been as many as ~250 
concurrent MobileNet users.

We have been gradually adding wireless coverage in the campus. The following is the 
additional area covered since our last update:

●     Lecture Theatre J,K, classrooms 4619-21 in Enterprise Center
●     Artificial Turf Soccer Pitch's spectator stand
●     Increased coverage in UC Bistro

Additional coverage in planning/construction phase:

●     Full wireless coverage in Enterprise Center, to be available in mid-June 2007
●     12 common rooms in ResNet, roughly 2 for each student hall, to be available in 

mid-May 2007
●     Terraces, to be available in March 2007

❍     Covered terrace outside coffee shop, between LT-G and LT-H
❍     Terrace between lift 10-15, LG3 to 5
❍     Terrace/open area outside Park'N shop in LG5

For the latest wireless MobileNet coverage, please refer to

http://www.ust.hk/itsc/MobileNet/wirelesslocations.html

http://www.ust.hk/itsc/MobileNet/wirelesslocations.html
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Internet Access Update

The Hong Kong Academic and Research Network (HARNET) provides Internet access for 8 member institutions in Hong Kong, 
including HKUST. On 7th February 2007, the international Internet bandwidth shared among all 8 institutions has been upgraded 
from 440M to 480M, a 9% increment.

To supplement the bandwidth requirement of the University, the backup/secondary Internet link will be upgraded from 50M to 
60M within February 2007. 

Other links of HARNET include: 

●       45Mbit/s connection to Internet2 
●       155Mbit/s connection to CERNET (China Education and Research Network) 
●       45Mbit/s connection to TANET2 (Taiwan Research Network) 

http://www.hku.hk/jucc/harnet.html
http://www.internet2.org/
http://www.cernet.edu.cn/
http://www.tanet2.net.tw/
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New look of HKUST myPortal

To improve the usability, stability and performance of our existing Portal, both hardware and software of HKUST myPortal will be upgraded 
soon. HKUST myPortal is developed based on uPortal by JASIG, which is a web portal technology specially designed for universities. It 
supports users to organize and aggregate useful pointers to Internet resources in their own favorite ways. Users can subscribe to a number 
of predefined services (also known as channels) available in myPortal, such as 

●     myWebCT - access to your WebCT courses
●     Classifieds - read and post classified advertisements
●     Library Gateway - access to library system
●     People Search - find / modify contact information of HKUST members
●     Teaching Portfolio and Cabinet - a CELT service for faculty, instructors and teaching support staff 
●     etc, etc.

A new theme, based on myVT from Virginia Tech, will be incorporated to our existing myPortal in this upgrade and you will find a brand new 
user interface for easy navigation. Apart from the colorful theme and unified layout, there are new applications like Today channel showing 
today's weather, personal events in your calendar, etc.

A sample screen of the new coming myPortal

Unlike the previous portal version which requires users to subscribe for any new deployed channels manually, new channels can now be 
included in users' profile automatically. The new portal serves as a one-stop location for accessing information from various information 

mailto:wwst.itsc@ust.hk
http://uportal.org/
http://my.vt.edu/


providers in HKUST.

To access "myPortal", please visit the web page at: 

http://my.ust.hk/ 

Department who would like to publish information via myPortal may contact us for further discussion. 

http://my.ust.hk/
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New Coming Services for Web Hosting

A new web hosting service, HKUST iHost Service, will be launched soon. It aims to provide a secure web hosting service for 
our users who have the needs to setup a departmental web site, publish information for conferences, seminars or projects 
related to their teaching and research activities. 

With HKUST iHost service, there is no need for our users to setup their own web servers or manage those tasks originally for 
trained system administrators. Users can focus on their web application development and leave all the system maintenance 
efforts such as setting up a firewall, applying critical system patches, system backup etc to ITSC professionals. We believe 
that a protected and secured web server is an important key to the success of your mission critical web applications.

Apart from the protected and secured web hosting service, users of the HKUST iHost service can also apply for a domain 
name within the ust.hk namespace (e.g. itsc.ust.hk). Once you get an iHost account, you may start publishing your web 
applications for others to access your web site easily. 

Below are some protected and secured SAFE features of HKUST iHost service:

Security

●     Dedicated subnet with firewall protection
●     Hardened computer operating system
●     Up-to-date system patches
●     Restricted ports for secure network protocol (SSH, Secure FTP)
●     Protected physically with access control

Availability

●     SAN (Storage Area Network) infrastructure
●     UPS (Uninterruptible Power Supply) system
●     System alarm monitoring
●     Regular system backup

Functionality

●     Support PHP scripting language
●     Support Java Servlet/JSP
●     Support CGI execution
●     MySQL database support
●     Email aliases such as webadmin@itsc.ust.hk

Efficiency

●     Domain name within the ust.hk namespace (e.g. itsc.ust.hk)
●     No hardware procurement
●     System maintenance free for our users

Please watch out for coming announcements at ITSC web site: 

http://www.ust.hk/itsc/

mailto:wwst.itsc@ust.hk
http://www.ust.hk/itsc/
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Impact of Taiwan Earthquake on Internet 
Access

The Taiwan earthquake which occured on 26 December last year was the most 
extensive Internet service disruption ever experienced in Hong Kong. According to 
Office of the Telecommunications Authority (OFTA), six out of seven major 
international submarine cables connecting Hong Kong to US were affected. During the 
first two days, our access to most international Internet sites was either very slow or 
impossible, while access to local and mainland sites was not affected. It was heard 
that the repairing of all these cables would take 6 to 8 weeks.

The Internet connection services of the eight local universites, including HKUST, is 
primarily provided by Hutchison Global Crossing (HGC). According to HGC, initially, 
they lost more than 60% of their Internet capacity. However, they were able to redirect 
most of their traffic via the remaining unbroken submarine cable which run an indirect 
path by going via Singapore and Australia before reaching US. Two days later, though 
it was still highly congested, our access to international Internet sites were mostly 
resumed, except for some East Asian regions like Taiwan, Japan and Korea.

ITSC has been actively monitoring the performance of our Internet connection 
services. Our statistics shows that in late January, both the speed and delay time of 
our international Internet access service has returned to normal. The most updated 
status of the repairing of the submarine cables can also be found at the OFTA web 
site:

http://www.ofta.gov.hk/en/press_rel/2007/Feb_2007_r4.html

mailto:charles.choy@ust.hk
http://www.ofta.gov.hk/en/press_rel/2007/Feb_2007_r4.html
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How do you manage your passwords? 

Nowadays, most people have over a dozen passwords to keep with, Gmail, eBay, 
MSN, etc. If you, like me, don't have a photographic memory, then you may need 
some sort of external help. 

The most common joke in security seminars is having username/password written on 
paper and sticks right on the monitor or under the keyboard. Another one is using the 
same password for everything. But how IT people really do? 

I did a little study on some of my colleagues. They use quite different ways to handle 
their passwords. Some write them on paper and keep it in the wallet (Don't laugh, even 
security expert recommends that. People are pity good at protecting their wallets.) 
Some put them in PDA and some encrypt them in file. 

What surprise me is no one is using any password manager. Actually, this kind of 
gadget is quite handy. With one master password, you can get access to all others. To 
use a password, simply copy it to the clipboard and then paste it into the browser or ftp 
client. This can be done in front of others as the password won't show up during the 
course. You can even carry your password file around in memory key. 

There are quite a number of password managers around. My personal pick is 
KeePass. KeePass uses standard encryption algorithm and the author seems have 
put quite some effort on making it secure. The user interface is well design. Chinese 
character is supported. There is also a password generator. And, did I mention that it's 
free? 

If you would like to give it a try, consider the following practices: 

1.  Pick a good master passphrase.

When come to password, long and easy to remember is better than complicate. 
For example, "thiswon'tgetcracked" would be much easier to type and 
remember than something like "$#c36K9!". 

2.  Keep multiple backup of your password file.

Memory key is easy to lose and harddisk could crash. I do have my password 

mailto:wwst.itsc@ust.hk


list printed. Paper is quite durable indeed. 

3.  Write down your master password and keep it in a safe place. 

This could spare you from scratching your head after your next wonderful 
vacation. 

KeePass website: 

http://keepass.info/ 

http://keepass.info/
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HD video broadcast of Nobel Laureate lecture 
via Optical HARNET

Prof Steven Chu, Nobel Laureate in Physics 1997, gave a lecture on the topic "The 
World's Energy Problem and what we can do about it" in Baptist University in Dec 
2006. The lecture was live broadcasted to HKUST using High definition video 
technologies. HD video is encoded at a very high resolution of 1920x1080. When 
compared with normal SD (Standard definition) video (e.g PAL DVD is encoded at 
720x576), HD video allows audience to see the facial expression of the speaker. 
Presentation materials, even at small font size, can also be seen clearly. This new 
technology enhances the quality of remotely delivered lectures and provides a user 
experience which could not be matched using the old webcasting technologies.

The HD video, even though being compressed, still required very high network 
bandwidth for delivering from Baptist University to HKUST. This was made possible via 
the Optical HARNET.

The Optical HARNET was installed in late 2006. It is a 10Gbps DWDM ring linking the 
eight higher institutions in Hong Kong. In addition to provide high bandwidth among 
HARNET institutions, the Optical HARNET infrastructure provides a high flexibility of 
adding or removing network circuits between different nodes. This  bandwidth on-
demand characteristics allows collaboration 
projects between institutions to be carried out in an effective manner.

We believe that the emergying HD video technologies, together with the Optical 
HARNET infrastructure, will enhance inter-institution academic activities. ITSC will 
keep exploring these new technologies in future. 

mailto:charles.choy@ust.hk
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Enterprise Center network

Enterprise Center is the latest wing of the Academic Building. It is connected to Annex 
with a size 1.7 times that of Annex.

Wired connections

The Enterprise Center is connected to the campus backbone via single-mode fiber 
links, and will be providing 100M connection to the desktop.

Wireless connections

There will be close to 100% wireless LAN coverage in the Enterprise Center, 
estimated to be available in June 2007.

Telephone lines

Instead of analog/digital telephone lines, the Enterprise Center will be using voice over 
IP (VoIP) technology for voice communication. From a single network outlet, user can 
have one IP phone and one (or more) PC(s) installed.

https://www.ab.ust.hk/emo/Enterprise/index.htm#1.2
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